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DETAILED ACTION 

Claims 1-15 are pending. 

This action is in response to the communication filed 1/16/2009. 

Below, Examiner has pointed out particular references contained in the prior 
art(s) of record in the body of this action for the convenience of the applicant. Although 
the specified citations are representative of the teachings in the art and are applied to 
the specific limitations within the individual claims, other passages and figures may 
apply as well. Applicant should consider the entire prior art as applicable as to the 
limitations of the claims. It is respectfully requested from the applicant, in preparing the 
response, to consider fully each reference in its entirety as potentially teaching all or 
part of the claimed invention, as well as the context of the passage as taught by the 
prior arts or disclosed by the examiner. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

1. Claims 1-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Van Buer (20030198345), hereafter "Van Buer", in view of Takagi et al. (US 
6,259,790), hereafter "Takagi". 
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As per claim 1, 3, 6, 8, and 15, Van Buer discloses: a selector unit selecting an 
element of a state in response to row and column indices (0007); 
a S-box for obtaining a substitution value with said selected element used as an index 
(0063); first to fourth Galois field multiplexers respectively computing first to fourth 
products, which are obtained by multiplication of said substitution value with first to 
fourth coefficients, respectively, the first and fourth products corresponding to a same 
one column of the state (0054, 0055, 0058, 0063-0064); and 

an accumulator which accumulates the first to fourth products to develop first to fourth 
elements of a designated column of a resultant state (0067-0070). 
Van Buer does not explicitly disclose a coefficient table providing first to fourth 
coefficients in response to said row index. 

Takagi discloses a coefficient table providing first to fourth coefficients in response to 
said row index (Fig. 13, column 26, lines 54-67, column 27, lines 1-5). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to modify the teachings of Van Buer by a coefficient table 
providing first to fourth coefficients in response to said row index as taught by Takagi to 
provide a solution to the problem that the security and the speed are not compatible 
with each other because a higher security level requires a larger key size but a larger 
key size but a larger key size implies a lower encryption/decryption speed (Takagi- 
column 6- lines 27-31). 

As per claim 11, 12 and 14, the combination discloses a first selector unit 
selecting an element of a state in response to row and column indices (0007); 
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an inverse affine transformation circuit applying an inverse affine transformation on said 
selected element (0059-0063); 

a second selector unit selecting one out of two data bytes consisting of said selected 
element received from said first selector, and a result of said inverse affine 
transformation received said inverse affine transformation circuit, wherein said selected 
element is selected for encryption, while said result of said inverse affine transformation 
is selected for decryption (Fig. 25); 

an inverse determining unit obtaining a multiplicative inverse of said selected data byte 
received from said second selector (Fig. 25); 

an affine transformation circuit applying 20 an affine transformation on said obtained 
multiplicative inverse (0063); 

a third selector unit selecting one of two data bytes consisting of said multiplicative 
inverse received from said inverse determining unit, and a result of said affine 
transformation received from affine transformation circuit, wherein said result of said 
affine transformation is selected for decryption, while said multiplicative inverse is 
selected for encryption (0066-0067); 

a coefficient table providing first to fourth coefficients in response to said row index; 
first to fourth Galois field multiplexers respectively computing first to fourth products, 
which are obtained by multiplication of said substitution value with first to fourth 
coefficients (Takagi- Fig. 13, column 26, lines 54-67, column 27, lines 1-5), respectively, 
and an accumulator which accumulates the first to fourth products to develop first to 
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fourth elements of a designated column of a resultant state (0054, 0055, 0058, 0063- 
0064). 

As per claim 2, 5, 7, and 10, the combination discloses: wherein said first to 
fourth coefficients are respectively set to {02}, (01}, {01}, and {03} in response to said 
row index selecting a first row of said state, to {03}, {02}, (01}, and (01} in response to 
said row index selecting a second row of said state, to (01}, (03}, (02}, and (01} in 
response to said row index selecting a third row of said state, and to {01}, {01 ), {03}, 
and {02) in response to said row index selecting a fourth row of said state (0070-0075). 

As per claims 4, 9 and 13, the combination discloses: a processing unit adapted 
to implement XORing, wherein said AES encryption processor is further adapted to an 
XOR instruction, and wherein said processing unit implements XORing of values 
contained in two selected registers of said register file (0060). 

Response to Arguments 

Applicant's arguments with respect to claim 1 have been considered but are moot 
in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to RANDAL D. MORAN whose telephone number is 
(571)270-1255. The examiner can normally be reached on M-F: 7:00 - 4:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/R. D. M./ 

Examiner, Art Unit 2435 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



